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TECHNICAL BULLETIN: 15-09

TECHNICAL]:[V/883)], DATE: May 26, 2015

CONFIDENTIAL Revised November 4, 2015

SUBJECT: Web Re-Activation of T9 (Revised)

AVAILABILITY: All Authorized Triton Distributors and Third Party Service Providers

This bulletin addresses: Recommended Implementation is:
Hardware Service Issues Now for all affected units
New Kit/Parts Available All affected units during next service visit
Software Announcements X |Optional
Technical Tips No implementation required
DESCRIPTION:

PCI requires that "secure components intended for unattended devices contain an anti-removal mechanism to
protect against unauthorized removal and/or unauthorized re-installation”.

Accordingly, when a Triton T9 EPP is dismounted from the ATM control panel, the T9 EPP can no longer be used
to perform transactions until the T9 EPP has been re-activated. This re-activation requires secure authorization
by Triton, in which the ATM displays a challenge, the user provides this challenge to Triton, Triton provides a
cryptographic response back to the user, and the user enters this response into the ATM.

Until now, users have had to call Triton's Tech Support to exchange this challenge/response verbally over the
phone. Triton is pleased to announce that to re-activate T9 EPPs, users may now sign-in to TritonATM.com and
perform this challenge/response online. This is an alternative to phoning Tech Support, which remains
available.

When web re-activation was introduced in May, credits were needed. With a recent update, credits are NO
longer needed. Follow the steps in next few pages to re-activate the T9.
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Website Administrator Instructions

At TritonATM.com, a group's administrator may grant/deny specific users access to perform re-activations.

Other account attributes:

ATMGurus Parts Store
Active '® |nactive

aCcCess
Triton Units Store access Active '® [nactive
Technical Bulletins ® Active Inactive
Parts Pricing Active '® |nactive
Repair Charges Active '® Inactive
Software Downloads Active '® |nactive
SO/ VAR Bulletins Active '® [nactive
Account active: ® Active [nactive
ﬁ Re-Activate T9 EPP: = Active Inactive

| Submit |
Administrators must generally deny all users access to perform re-activations. When a re-activation is required,
the administrator temporarily grants the user access to re-activate, the user then signs-in and performs the re-
activation, and the administrator must then deny that user access again as soon as possible.

An administrator cannot grant themselves access to re-activate an EPP.
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Re-Activation

The T9 EPP is re-installed in the ATM, the ATM starts-up, and the ATM then reports error code 626 "SPED - Not
authorized".

The user enters management functions and navigates to Diagnostics / Keypad where the function "Activate EPP"

is offered.
11111
Select an option by pressing the appropriate number on 5/5/2014 01:56 PM
the keypad. Press CANCEL to return to previous menu. Prog 2.3.2C
Screen File: DCAE001S
EI ﬂ J Show Error Details
Device Status Test —_——
4 5 6
_] J J Exit Management
— Activate EPP EPP Performance Functions
Monitoring
Reset Terminal Error
LI Current Terminal 626
Error:
SPED - Not authorized

The user selects "Activate EPP" and the ATM displays three values: the operator ID, the EPP serial number, and
a nonce.

EPP Activation

1 11111

Please call Triton's support Enter | Limber on s5{5/2014 01:57 PM
line with the following Lis menu.

information. Then enter the | el | [ SLEEL
ivation code you are given. Screen File: DCAEO015

Operator Id: 00 —
Serial Number: 91-93-00-76 ﬂ Show Error Details
Nonce: D0-00-00-20

b |
Exit Management
Functions

Reset Terminal Error

[0 I Current Terminal 626
. Error:

SPED - Not authorized

These three values are the challenge which is provided to Triton. The user may phone Triton's Tech Support, or
the user may sign-in to TritonATM.com.
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The user signs-in to TritonATM.com, clicks on “Technical Support” in the main menu bar, and clicks on "Software

Activation" in the side menu.

Warranty Sernvice & Info

| Parts Programs. Technical Support Manuals & Documentation

Service Training  Marketing Resources Shop eStore

il

i Section Resou

Technical Bulletins
Error Code Lookup
Password Reset
Software Download
ﬁ Software Activation
ATM FAG
ATM Dimensions
Support Contacts
Personal File Exchange

Warranty Registration

i

This section provides many self sernvice technical support resources, available 24 /7 as a registered Triton partner. Triton also provides real
time technical support Monday - Friday 8:00 a.m. - 6:00 p.m. CST for first line and second line maintenance calls. As always, there is no
charge for phone support en the 9100, FT, RL, and RT ATM families. Products such as the 9600, 9700, Mako, and others that we no longer
produce carry a small support fee should you find a need to talk directly to a support technician about your service issue. Each member of
the technical supportteam has an extensive diagnostics background and has received in-depth training, both formal and on the job, on all
Triton products. Triton's technical support center contains an ATM for each configuration supported as well as all current manuals enabling
your service technician to accurately take you step by step through the support process.

reat ATM. We are dedicared to providing the best infrastructure ft

=)

building a

At the Software Feature Activation webpage, initially no feature is selected.

Feature:

@ Re-Activate T9 EPP

@ EMV Activation

@ TKM Activation

@ Ling3 Lotto Activation
@ Charity Activation

@ SeguraCash Activation

The user selects "Re-Activate T9 EPP" and the webpage displays three empty fields.

Feature:

EFF Serial MNumber:
Monce:

Operator 1D
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Re-Activation (cont.)

The user enters the challenge into these three fields and clicks the "Submit" button. (The EPP serial number and
the nonce are 8 numeric digits, and the operator ID is between 1 and 4 numeric digits.)

Feature: © Re-Activate T9 EPP
@ EMV Activaiion
@ TKM Activation

@ Ling3 Lotto Activation
@ Charity Activation
@ SeguraCash Activation

EPF Serial Number: 91930076
Monce: 00000020
Operatar 1D 0000

=P sutmi |

The website displays the response (which is 10 numeric digits).

Feature: @ Re-Activate T9 EPP
@ EMV Activation
@ TKM Activation

@ Ling3 Lotto Activation
@ Charity Activation
@ SseguraCash Activation

Activation Response: 1356702814
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At the ATM, the user enters the response and hits the Enter button. The ATM reports that the EPP activation was

successful.
EPP Activation \
11111
EPP activation successful | Enter I Umber on 5f5f2014 02:08 PM
5 ment. Prog 3.3.2C
Screen File: DCAEDO1S

Show Error Details

- Exit Management
Activate EPP EFPP Per_farmance Functions
Monitoring —_
| (8] [o
Reset Terminal Error
Current Terminal 626
1]
D Error:
SPED - Not authorized

If you have questions regarding this Technical Bulletin, please contact Technical
Support at 1-228-575-3100 or toll free in the U.S. / Canada 1-800-259-6672.
Visit www.Triton.com_for additional information.

For all ATM Parts, Repair, and Training needs, visit www.atmgurus.com.
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